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020.206 Certification and Accreditation 
 Category: 020.000 Managerial Security 
 
 
 

1.1 Policy 
It is the policy of this Cabinet to certify and accredit any Cabinet information systems 
employing IRS Federal Tax Information and shall be performed annually.  The 
certification and accreditation process will be performed by a group within the Cabinet, 
but independent of the branch developing the information system application.  The Chief 
Information Officer (CIO) will review the certification annually to confirm the process and 
the review of controls. This policy also aligns with all Commonwealth Office of 
Technology (COT) Enterprise Policies that pertain to Data/Media Security.  
 

1.2 Scope 
The scope of the policy is for systems maintained by CHFS staff in COT data centers. 
This policy excludes third-party (vendor) managed systems. 
 
 

1.3 Policy/Procedure Maintenance Responsibility 
The Office of Administrative and Technology Services (OATS) IT Security & Audit 
Section are responsible for the maintenance of this policy. 
 

1.4 Exceptions 
 Any exceptions to this policy must follow the procedures established in CHFS IT Policy 
#070.203. 
 
  

1.5 Responsibility 
OATS IT Security & Audit Section is responsible for oversight of vulnerability 
assessments of each system covered by this policy. If OATS IT Security and Audit 
Section uses a third party, the group is responsible to ensure that the vendor is a 
qualified organization as determined by COT.   
 
 

1.6 Review Cycle 
Annual 
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1.7 Cross Reference(s) 
 COT Enterprise Policy CIO-082 – Critical Systems Vulnerability Assessments 

 CHFS IT Policy #065.014 – Division of Systems Management System Development 
Lifecycle 

 CHFS IT Policy #070.203 – Exceptions to Standards and Policies. 
 

 


